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Remember 
 
• Partnerships 

• e-Crime Prevention 

• Education, Education, Education 

• e-Voids 

• Digital Intelligence 
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“Catch me if you Can!” 
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Methodology 

Data Source 

•Verizon Business Investigative Response Team 

•NEW: United States Secret Service (USSS) 

Collection and Analysis 

•VERIS framework used to collect data after investigation 
– USSS used internal application based on VERIS 

•Case data anonymized and aggregated 

•RISK Intelligence team provides analytics 

Data Sample 

•Six years of forensic investigations (not internal Verizon incidents) 

•>900 breaches, 900 million stolen records in combined dataset 
– Actual compromise rather than data-at-risk 
– Both disclosed and non-disclosed 
– Many of the largest breaches ever reported 
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VERIS Framework 

The Incident Classification section employs Verizon’s A4 threat model 

A security incident (or threat scenario) is 

modeled as a series of events. Every event  

is comprised of the following 4 A’s: 

Agent: Whose actions affected the asset 

Action: What actions affected the asset 

Asset: Which assets were affected  

Attribute: How the asset was affected 

VERIS is a set of metrics designed to provide a common 
language for describing security incidents (or threats) in a 
structured and repeatable manner. 
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e-Crime Prevention 
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e-Crime Prevention 
 

•Keyloggers 
– Skimmers  
– Law Firm (example) 

•Passwords  
– Policy Review and Default after a restore  
– Remote Access via home computers 
– Third party use of passwords 

•Education, Education, Education 
– War Games (example) 

•USB’s and other external computer storage media 

•Social Engineering 
– Facebook and Linkedin 
– Presentation at a Financial Institution (example) 
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e-Crime Prevention 
 
•Intelligence ‘harvest’ of the Internet 

– Confidential Information 

•Do your Processes align to your Policies 
– Shredders and Patching 
– Password policy and a Point of Sale application 

•Unknown Unknowns 
– Do you know where your data is? 
– Scoping an Investigation 
– Do you know who has access to your system? 
– Do you know your network and what systems you have? 

•Outsourcing  
– Low hanging fruit 

•E-Crime prevention will reduce the likelihood of a hi-tech or 
e-crime taking place 
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First Responder and Triage 
 
•Polices, Procedures, Guidelines and Best Practices 

– Must align with First Responder and Triage PPP’s 
– Are they local, regional, national or global 

•Encryption 
– Forwarded, Duplicated, Stored elsewhere 

•Crisis Management 
– Do you practice? 

•We find that the initial information is different to what actually 
took place 
– Solution, business incident response plans 

•Most information is usually available to an organisation if 
they know where and how look 

•Who should be a ‘First Responder’ 
– Training 
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RESULTS & ANALYSIS 
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Threat Agents 

    70 % 

    48 % 

 + 11 % 

129 %  !! COLLUSION 
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External Agents 
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Who brought down Scarface? 
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Alfonso Capone 

“The Secret Six has licked 
the rackets,. They’ve 

licked me. They’ve made it 
so there’s no money in the 

game.” 
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Recent Notable Successes 



Slide 17 

Internal Agents 
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Malware 
Infection Vector 
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Malware 
Functionality 
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Hacking 
Types 
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Assets & Data 
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Attack Difficulty &  
Targeting 
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Media & Press 
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Convictions 

Hugh Rodley 

16 Years 

£1.73m 

Confiscation 
Kevin O’Donoghue 

4 Years 4 Months 

David Nash 

3 Years 
Gilles Poelvoorde 

4 Years 

Jan Van Osselaer 

3 Years 6 Months 
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Time Span of Events 
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Discovery Methods 
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Unknown Unknowns 
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PCI DSS 
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Conclusion & Recommendations 

Overall 

•USSS cases afforded more complete picture of breaches 
– Further confirmation on what we already observed 
– New insight from pieces of the picture we were missing 

Agents 

•External small majority of breaches, dominates overall data loss 

•Largely due to organized crime 

• Internal up because of USSS cases 

•Partner down again in both datasets 

Actions 

•Two most-common scenarios 
– Exploit error, gain access to network/systems, install malware (External) 
– Exploit privilege, abuse access and/or embezzle funds/data (Internal) 
– Still not highly difficult or targeted though slightly more than before 
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Conclusion & Recommendations 

Assets 

•Most data compromised from servers & apps 

•Desktops/laptops increasing; related to stolen credentials 

•Most criminals interested in cashable forms of data 

Discovery & Response 

•Discovery still takes a long time and is largely due to third parties 

•Response and containment slow and prone to mishap 

Mitigation 

• The basics – if done consistently – are sufficient in most cases 

•Keep outsiders out; they are increasingly difficult to control once in 

•Restrict and monitor insiders; disable access when they leave 

•Maintain adequate resources for detection; make better use of logs 

•Plan, prepare, train, and test for a timely and effective response 

• e-Crime Prevention and good IT Security 
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Remember 
 
• Partnerships 

• e-Crime Prevention 

• Education, Education, Education 

• e-Voids 

• Digital Intelligence 
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