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Remember

« Partnerships

« e-Crime Prevention

« Education, Education, Education
« e-Volids
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Methodology

Data Source

*Verizon Business Investigative Response Team
- NEW: United States Secret Service (USSS)
Collection and Analysis

« VERIS framework used to collect data after investigation
— USSS used internal application based on VERIS

« Case data anonymized and aggregated

« RISK Intelligence team provides analytics

Data Sample

« Six years of forensic investigations (not internal Verizon incidents)

«>900 breaches, 900 million stolen records in combined dataset
— Actual compromise rather than data-at-risk
— Both disclosed and non-disclosed
— Many of the largest breaches ever reported

—HISACA
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VERIS Framework

VERIS is a set of metrics designed to provide a common
language for describing security incidents (or threats) in a
structured and repeatable manner.

The Incident Classification section employs Verizon’s A* threat model

efror
malware M = )
hacking environmenial

external

A security incident (or threat scenario) is
modeled as a series of events. Every event
is comprised of the following 4 A’s:

intemal

confidentiality Agent: Whose actions affected the asset

possEsEIon

Action: What actions affected the asset

partner o
availability

v atiribute Asset: Which assets were affected

function

J—— Attribute: How the asset was affected

integrity
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2010 Data Breach Investigations Report
e-Crime Prevention
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e-Crime Prevention

«Keyloggers
— Skimmers
—Law Firm (example)

«Passwords
— Policy Review and Default after a restore
—Remote Access via home computers
— Third party use of passwords

«Education, Education, Education
—War Games (example)

«USB’s and other external computer storage media

«Social Engineering
—Facebook and Linkedin
— Presentation at a Financial Institution (example)

—HSACA
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e-Crime Prevention

«Intelligence ‘harvest’ of the Internet
— Confidential Information

Do your Processes align to your Policies

— Shredders and Patching
— Password policy and a Point of Sale application

«Unknown Unknowns
— Do you know where your data is?
— Scoping an Investigation
— Do you know who has access to your system?
— Do you know your network and what systems you have?

«Outsourcing
— Low hanging fruit

«E-Crime prevention will reduce the likelihood of a hi-tech or
e-crime taking place

‘HSACA S "’




First Responder and Triage

«Polices, Procedures, Guidelines and Best Practices

— Must align with First Responder and Triage PPP’s
— Are they local, regional, national or global

«Encryption

— Forwarded, Duplicated, Stored elsewhere

«Crisis Management
— Do you practice?

«We find that the initial information is different to what actually

took place
— Solution, business incident response plans

«Most information is usually available to an organisation if
they know where and how look

«WWho should be a ‘First Responder’
— Training |
—HSACA 4
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Threat Agents

Figure 5. Threat agents (inclusive) by percent of breaches —
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Figure 8. Compromised records by threat agent, 2009

138,566,355 2,640,240 130 2,436,297

1%
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External Agents

Table 1. Types of external agents by percent
of breaches within External

Organized criminal group 24%
Origin of external agents by percent of breaches within External
Unaffiliated person(s) 21%
Europe-East
. [i"l?l‘.e{lssiai Sk
External system(s) or site 3% )
Americas-North 19%
Activist group 2% AR
Europe-West
| {incl. Morthem and Sauthern)
Former employee
ina langer had agesg 2% Middle East
. . Africa
Another organization 1%
(not partner or competiter)
Asia-South/Southeast
. Oceania
COI"I'I pEtItGr 1 % [Australia, New Zealand, etc)
Unknown 31%
Customer
(B2C) 1%
Unknown 45%
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Who brought down Scarface?
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Alfonso Capone

“The Secret Six has licked
the rackets,. They’ve
licked me. They’ve made it
so there’s no money in the
game.”

—HSACA
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Recent Notable Successes

Arrest in Epie Cyber Crime

A 28-Year-Old Allegedly Stole 130 Million Card Numbers; ‘Get Rich or Die Tryin’

By S1oBHAN GORMAN

A 28-year-old Ameriban, be-
leved by prosecutors to be one
of the nation’s cybercrime king-
pins, was indictad Monday along
with two Russian accomplices
on charges that they carried out
the largest computer hacking
and identity-theft caper in U.S.
history.

Federal prosecutors alleged
the three masterminded a global
scheme to steal data from more
than 130 miltion credit and debit
cards by kacking into the com-

puter systems of flve mojor com-
panigs, including Heartland Pay-
ment Systems, Hannaford Bros.
supermarkets and 7-Eleven.
Theindictment in federal dis-
trict court in New Jersey marks
the latest and largest in nearly a
decade of crime that has brought
its alleged mastermind, Albert
Gonzalez of Miami, in and out of
federal grasp. Detained in 2004,
Mr, Gonzalez was briefly an infor-
mant to the Secrer Service be-
fore he allegedly returned to
commit even largar crimes,
Authorities have previously

alleged that Mr. Gonzalez was
the ringleader of a data breach
that siphoned off more than 40
million credit-card numbors

from the TIX Cos, and others last

yedr, costing the parent com-
pany of the TJ Maxx retail chain
$200 million.

Mr Gonzalez is currently in
federal custody in New York,
awaiting trail for his alleged ef-
forts to hack into the computer
network of the national restan-
rant chain Dave & Busters Inc.

The alleged thefts in Mon-

Please turn to page A4 Albert Gonzalez
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Internal Agents

Role of internal agents
by percent of breaches

within Internal Types of internal agents by percent

Unintentional of breaches within Internal
6% Inappropriate

Regular employee/end-user 51%
Finance/accounting staff 12%
System/network administrator 12%
Executive/upper management 7%

Deliberate
Helpdesk staff 4%
Software developer 3%
Auditor 1%
Unknown 9%

—HSACA
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Malware
Infection Vector

Malware infection vectors by percent of breaches within Malware

51% 19% 9% 8% 6% 4% 2% 19%
Installed/Injected = Web/Internet Web/Internet  |Coded intoexisting  Installed by E-miail Network Unknown
(auto-exscutaddrive- {user-axecuted or i i
b:tg:lzte by nfection) nioaded] Er?%rggr'rgfbs;r:gt other malware propagation

—ISACA
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Malware
Functionality

Malware functionality by percent of breaches within Malware and percent of records

Backdoor
(allcws remote accessfcontrall

Keylogger / Spyware

{capture data from user activity}

Send data to external site/entity

Download/Install additional malware

Initiate client-side attack
(.2, X55, MitE}

Capture data resident on system
(Le, cache, disk}

RAM scraper

(captures data from wolatile memory)

Command & Control
(listens for and executas cormmarnds)

Destroy or corrupt data resident on system

Capture data from an
application/system process

System/network utilities
(PsTools, Metcat)

Redirect to another site/address

Packet sniffer
(capture data from network)

Brute force or dictionary attack

Infect other systems via
network propagation (nw worm)

Encrypt or seize data resident on system

Uknown

—HSACA
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15% f <1%

15% f 2%

13% / 84%

13% / <1%

11%/ <1%

11%/ <1%

9% / 2%

9% / B3%

8% / <1%

6% / 80%

4%/ <1%

4% / <1%

2% / <1%

9% / 1%

36% / 85%

36% /1%

32% / 81%




Hacking
Types

Figure 21. Types of hacking by percent of breaches within Hacking
and percent of records

Use of stolen login credentials 38% / 86%

Exploitation of backdoor or
command/control channel

29% /5%

25% / 89%

Brute force and dictionary attacks 14%/ <1%
0OS Commanding 14% / 5%
Exploitation of defaul'g or 1%/ <1%
guessable credentials
Footprinting and Fingerprinting 1M% /<%
Cross-site Scripting 9% / 2%
Exploitation of insufﬁcier}t authentication 7%/ 2%
l.e, no login required)
Exploitation of insufficient authorization
& (weak or misconfigured access control) 7%/ <1%
Remote File Inclusion 2%/ <1%
DoS at the application layer 2% / <1%
(consumes system resources)
Man-in-the-Middle Attack 2%/ <1%
Encryption Brute Forcing 2%/ <1%
Unknown 5%/ <1%

—HSACA
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Assets & Data

Categories of compromised assets by percent of breaches
and percent of records

Servers & Applications 50% / 98%

Number of records compromised per year in
breaches investigated by Verizon and the United States End-User Devices
Secret Service Offline Data

360,834,871

36% / 2%
25% / <1%
Peaple 4%/ <1%

Networks & nw Devices 1%/ <1%

Compromised data types by percent of breaches and

171,077,984 percent of records

143,643,022

124,235,000

104,321,000 549 / 83%

Payment card data/numbers

Personal information 389 / 4%

Bank account data/numbers 32% /13%

11,488,000

Authentication credentials 23%/<1%

2004 2005 2006 2007 2008 2009 Monetary assets/funds
9% / <1%

Sensitive organizational data

Intellectual property 7%/ <1%

Mational security data 1%/ <1%

—HSACA
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Attac k_ Difficulty & T —
Tal‘g etl n g of breaches and records*

High—Advanced methods
and/or extensive resources
and/or elite skills, etc (rare)

Attack targeting by percent
of breaches and records*

Moderate—Skilled methods
and/or some customization
and/or significant resources

27% [BEES) 38%

Fully Targeted Directed
Opportunistic

Low—Basic methods,
28% no customization, low
resources required

36%

Random
Opportunistic

MNone—The average user

could have pulled it off

*Verizon caseload only

*Verizon caseload only

—HSACA
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Convictions —

Hugh Rodley

16 Years
£1.73m
Confiscation ok
Kevin O’Donoghue Jan Van Osselaer
4 Years 4 Months 3 Years 6 Months

Gilles Poelvoorde
4 Years
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Time Span of Events

Timespan of events by percent of breaches

Minutes Hours Days Weeks Months Years

Point of Entry to Compromise .

31% 8%

2%

Compromise to Discovery

2% 6% 22% 24% 37% 1%

Discovety to Containment

4% 29% 3%

—HSACA
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Discovery Methods

Breach discovery methods by percent of breaches

3rd party fraud detection (i.e, CPP)

Notified by law enforcement 12%
Witnessed and/or reported by employee
Reported by customer affected by the incident
Unusual system behavior or performance

Financial audit and reconcilliation process

Internal security audit or scan

Availability of log evidence

Threat agent's behavior aroused suspicion i
9 P for forensics by percent of breaches®

Log analysis and/or review process

Brag or blackmail by perpetrator

Discovered during investigation of - 206

another incident

Internal fraud detection mechanism . 296

3rd party security audit or scan . 1% 86%
Available

|
£

Signature-based network IDS

Warned by external reports I 1%

of recent threat activity

Unknown = 0% *Verizon caseload only

—SACA
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Unknown Unknowns

Unknown Unknowns by percent
of breaches and percent of records
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Percent of relevant organizations in compliance with PCI DSS requirements based on post-breach reviews conducted by

PCI DSS R

Build and Maintain a Secure Network 2008 2009
Requirement 1: Install and maintain a firewall configuration to protect data 30% 35%
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 49% 30%

Protect Cardholder Data

Requirement 3: Protect Stored Data 11% 30%
Requirement 4: Encrypt transmission of cardholder data and sensitive information across public networks 68% 90%
Maintain a Vulnerability Management Program

Requirement 5: Use and regularly update anti-virus software 62% 53%
Requirement 6: Develop and maintain secure systems and applications 5% 21%

Implement Strong Access Control Measures

Requirement 7: Restrict access to data by business need-to-know 24% 30%
Requirement 8: Assign a unique ID to each person with computer access 19% 35%
PCI DSS compliance status
based on last assessment" Requirement 9: Restrict physical access to cardholder data 43% 58%

Regularly Monitor and Test Networks

21%
c;:;“:nt Requirement 10: Track and monitor all access to network resources and cardholder data 5% 30%
Requirement 11: Regularly test security systems and processes 14% 25%
79%
et Maintain an Information Security Policy
Compliant
Requirement 12: Maintain a policy that addresses information security 14% 40%
*\erizon caseload anly *Verizon caseload only
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Conclusion & Recommendations

Overall

« USSS cases afforded more complete picture of breaches
— Further confirmation on what we already observed
— New insight from pieces of the picture we were missing

Agents

« External small majority of breaches, dominates overall data loss
« Largely due to organized crime

« Internal up because of USSS cases

« Partner down again in both datasets

Actions

« TWO most-common scenarios
— Exploit error, gain access to network/systems, install malware (External)
— Exploit privilege, abuse access and/or embezzle funds/data (Internal)
— Still not highly difficult or targeted though slightly more than before
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Conclusion & Recommendations

Assets

» Most data compromised from servers & apps

« Desktops/laptops increasing; related to stolen credentials

« Most criminals interested in cashable forms of data

Discovery & Response

« Discovery still takes a long time and is largely due to third parties

« Response and containment slow and prone to mishap

Mitigation

« The basics — if done consistently — are sufficient in most cases

« Keep outsiders out; they are increasingly difficult to control once in
 Restrict and monitor insiders; disable access when they leave

« Maintain adequate resources for detection; make better use of logs
« Plan, prepare, train, and test for a timely and effective response

« e-Crime Prevention and good IT Security

—HSACA
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Remember

« Partnerships

« e-Crime Prevention

« Education, Education, Education
« e-Volids

 Digital Intelligence
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